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1
Decision/action requested

This pCR proposes a key issue for study item on KDF negotiation for 5G system security
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3
Rationale

The study items on KDF negotiation for 5G system security (FS_5GS_KDF) (Rel-16) was approved in SA plenary#81 [2]. This pCR proposes a key issue for this study item in the aspect related to highlighting the requirement for a KDF capability bidding down prevention. Bidding down the KDF negotiation between UE and the network nodes by the serving network can lead to agreement on an obsolete/deprecated KDF. Bidding down of KDF capabilities by an attacker to a set of KDFs not supported either by the UE or the network can lead to authentictaion failure or service failure.
4
Detailed proposal

***** Start of Change *****
5.X
Key Issue #X: Need for KDF Bidding down Protection 
5.X.1
Key issue details

The KDF negotiation either initiated by the UE or by the 5G Core network in the 5GS can contain a prioritised list of KDFs to indicate the KDF capability or the preferred KDF(s). If the KDF capability is not protected during transmission, then either the visitor network can bid down the KDF capability to an obsolete KDF to force the UE and the network to agree on a deprecated KDF or any attacker can bid down to perform a denial-of-service attack. 
5.X.2
Security threats
 The unprotected UE or network KDF capabilities indicating support for a more recent and efficient KDFs may be bid down by the serving network to indicate the supports for an obsolete set of KDFs to make the UE and the 5GS agree on a deprecated KDF. Also an attacket may deliberately bid down the KDF capability to the set of KDFs not supported by the UE or the network to perform a denial-of-service attack.
5.X.3
Potential security requirements

1. The 5GS shall provide protection against bidding down attack on the KDF negotiation.
2. The KDF negotiation message shall be integrity protected.
***** End of Change *****
